ONLINE

WINTER CAMP
2022

Yes! 3 ECTS + Official IT

22,000 RUB (~€245)

APPLICATION DEADLINE? F
January 9, 2022 —

a4
APPLICATION DOCUMENTS? ﬂ

= Valid copy of your passport
m CV
m Send to Ms. Ekaterina Rassolenko at e.rassolenko@itmo.ru

REQUIREMENTS?

= Knowledge of assembly x86 and C Language

® Experience of using C++ programming
Llanguage

= English — B1 or above

REQUIRED PROGRAMS?

m x32-64dbg, IDA Pro Free edition,
PE Tools, Zoom




SCHEDULE

January 24 —
February 4, 2022

JANUARY 24 | 000700 L 11:00 — 13:00

‘ MONDAY | CCl LR . .
and Win32 Executable 13:00 —15:00
JANUARY 25 | LR e 11:00 — 13:00 |

TUESDAY | LUtUAE ﬂimple Fi!e)y'ir'ﬁé. A - -
UES of EXE Infection 8l 13:00 —15:00

JANUARY 26 | LITETES of Protection Against De
WEDNESDAY | o LUELER:DLEV L]

Analysis of Simple File Virus. Reaching ‘
the Payload

JANUARY 27 BLEGEE G EUVETE o 13 XL WAL TT4 4 1) 11:00 — 13:00 & es)

Techniques of Manual Unpacking of Binaries, :
THURSDAY Dumping and Healing the PE Files 13:00 —15:00 JgECtes

sJ\'[V).\:3'"41:] Malware Detection Algorithms. 11:00 — 13:00 pE:=le¥[=
Machine Learning. Unpacking the Simple - i .

FRIDAY Ry 13:00 — 15:00 JEICHE

BV NIV N:3'4c}8 Structure of Botnets. P2P Botnets 11:00 — 13:00 eV ea)

MONDAY B LR R TR T ERED RS ] 13:00 — 15:00 B

J9:1:{V/:\;:3'4§ Zeus Botnet and Its Protocol 11:00 — 13:00 JR=led¥]¢=

TUESDAY BLGECHLRO LW EEL R R ED S 13:00 — 15:00 e

FEBRUARY 2 BN AT ITET [} V8 5 41, EY T el T E T T 11:00 — 13:00 IES0sa
Antivirus Products _

MYELINE SO Structure of Payload of Trojans 13:00 — 15:00 pggledes

FEBRUARY 3 ECULEDR L EUE S g i EETE 11:00 — 13:00 JR=led¥]¢=
Working with Viruses in Sandbox: - - ,

THURSDAY Restrictions and Limitations 13:00 —15:00 RgEiis

FEBRUARY 4 RLOZEUELEE EETES LY 11:00 — 15:00 JR=ISuV[g=R
FRIDAY Practice

All classes are scheduled according to Moscow time (GMT +3).



